XForms Implementation of a Federated Electronic Health
Record, Using a Blockchain

John Chelsom Mirek Muzny

Seven Informatics Ltd Hubro Research AS
UK Czechia

john,chelsom@seveninformatics.com
seven @
informatics {0104}

XForms Implementation of a Federated EHR, Using a Blockchain 1/25




XForms Implementation of a Federated Electronic Health
Record, Using a Blockchain

Electronic Health Records (EHR)
The fragmented record — repository and federated solutions
Valkyrie — a federated health record for mental health

The federated record as a blockchain
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Electronic Health Record
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Recording Vital Signs
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A Structured EHR, Using the ISO 13606 Standard
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Standard Representation Using HL7 CDA
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The Healthcare Delivery System

Integrated Healthcare Service ‘

Emergency Medicine [ \ | Secondary Care

ambulance services " | planned or elective care
emergency call services acute hospital care
hospital emergency room specialist clinics Tertiary Care
out-of-hours GP services
neurosurgery

Primary Care J [} | ransplants

{ ) m \ plastic surgery
TR BRciees \N—V \r—/ | secure mental health
ambulatory centres :
dental practices 1 | Long Term Care _
optometists (eye care) |[ The overall system for the delivery of healthcare to
E?E?;ﬂgfﬂ;mms —V citizens is organised as a set of provider
etc | Mental Healthcare organisations.

— The first point of patient contact is usually in
primary care (or emergency services) with referral
through to other care providers.
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The Patient Journey
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Silos of Patient Information

Patient information is gathered and private cinic | [ ][] [ ][] National Specialist c\emrf,
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Federated or Repository EHR

Electronic Health Record (EHR) — the complete, cradle-to-grave, longitudinal health record.
Gathers together all the silos of patient information.
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The Valkyrie Project

A distributed service-oriented architecture for

coordinated healthcare services
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Norwegian Centre for E-health Research
University Hospital of North Norway, Tromsg,
Norway

Valkyrie - distributed
service-oriented
architecture for coordinated
healthcare services

Description

The aim of Valkyrie is to develop a technical \\ /

prototype of an ICT architecture to promote \/

health care services coordination. .

levels. Patient-centric pathways will guide our models to make the relevant patient
health data available to the relevant health professionals.

Valkyrie will work to reduce the gap in
relevant patient health data availability
between health care services in different

https://ehealthresearch.no/en/projects/valkyrie-distributed-service-oriented-architecture-for-

coordinated-healthcare-services



Federated EHR for Mental Health

| Mental Health Encounter

The mental health encounter (as in
any clinical encounter) requires
health record interaction between the patient and
the practitioner, with access to the
patient's health record.

mental health C} o
practitioner / &~

Fragments of the health record can
be found in primary care systems,
acute hospital systems and specialist
mental health systems.

X
31O J\M
T

patient /

s

Although Norway has an advanced
eHealth infrastructure, there is no
integrated view across these
information silos.

This is the usual scenario in any
country.
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The Valkyrie Architecture

The Valkyrie Architecture is designed to provide mental health practitioners

with access to the full patient record, regardless of where fragments of the
record are stored.

Access must be secure and transitory — no patient information can be cached
in Valkyrie between sessions.

Valkyrie Source EHR Systems
Mental Health Encounter
Valkyrie Session __T
Zﬁ&i—h nglmf - ‘ J Virtual, Federated - —P SEHE
» » Health Record Valkyrie EHR
\J_Hv'- =l
Valkyrie EHR
Blockchain | Awwem Valkyrie | g ~
i—--‘-‘;‘:-“- Q\\,—J Gateway
M EHR _EHR _J|
it )
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Valkyrie Security Domains

Mental Health Encounter I

Sl Valore |
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= ==

f Valkyrie EHR
»®| EHR |

Domain

T-: Integration Engine ‘{?@ ‘,.

F——:? Source EHR
__EHR | pomain #1

—T: Integration Engine @@ ’4:—-5

[—‘ —  Source EHR
_Eﬂ"__ Domain #2

Valkyrie
Valkyrie Session @ @ Valkyrie Session
Domain
‘ Valkyrie Server
, y . Y
@ Valkyrie Content (G) Valkyrie Virtual
Domain Record Domain
Context | , Outiine ™, [ L /Session Record
Resolver '-\__‘;_g;?:i/;' Eg;?h) Resolver
' ) Valkyrie Patient Valkyrie EHR
Domain @@ Gateway Domain
— e
[ “Patient Ledger | l Integration Engine |
\4

©@ Valkyrie Bockehain '

Domain

| Patient Biockchain |

Valkyrie Blockchain

?

@ Valkyrie Token
Gateway Domain

Integration Engine ‘

Valkyrie Gateway

#h cosenr

sah Racaro

—T-i Integration Engine § T—

= =

— Source EHR
EHR |

Domain #N

|
T! Integration Engine @q? ‘

Source EHR systems
generate an Encrypted
Token each time a health
event is recorded.

The token is passed to the
Valkyrie Gateway and
then through a series of
Valkyrie Domains

Token Gateway Domain

Patient Domain
Blockchain Domain

Content Domain
Virtual Record Domain

EHR Gateway Domain
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Prototype Using XForms (cityEHR)

Source EHR Valkyrie EHR

Create | I"99€TS | Create Validate Update Store Health
Event Token Token Ledger Token Record

! v AN W

Virtual

Token Record
v_ v
= ="
Import Patient Record
Token Ledger Store
| [— ‘_; S = - =

=
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Global Open Saerca
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cityEHR — Framework For Multiple EHR Applications

Welcome cityEHR Administrator
Authentication successful.

You can access more than one application.

cityEHR v

Specialty: cityEHR Feature Demo

Cebug Info: Debugging Mode

Startup Log

Welcome valkyrie.admin
Start Debug Test  Quit Authenticatio
Debug Info:

Startup Log

Start Debug Test Quit
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Set Up The Role of the Application

Quit Administration

Dashboard Patient Search Patient Cohorts In-Tray Clinics Orders Registration

Hide

valkyrie - Administration - Manage Application Parameters

¥ System Specialties |'\.’5Ikyrie Base (Comman) Model v| Debug Info

Startup Log v ] famst [ €

Manage Application Parameters Base

anguage: en-gb - English /

Valkyrie Source System

Hash key seed
Apply All Language Packs h32y247650r

View Audit L

GOSEHR

Global Open
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sh ~ | Parameter Set|\-falk'_\fr|e Federated Health Record | Edit

Valkyrie Federated Health Record (valkyrie)

Valkyrie Federated Health Record

Quit Administration

Dashboard Patient Search Patient Cohorts In-Tray Clinics Orders Registration

Hide

cityEHR - Administration - Manage Application Parameters

¥ System

Debug Info: [Startup Lo

g

Manage Application Parameters

Parameter Set| Valkyrie Federated Health Record v|

Valkyrie Federated Health Record (valkyrie)

Valkyrie Federated Health Record

Valkyrie Source System

Import Language Pack
Hash key seed
Apply All Language Packs |h32_v24?55jreie

View Audit Log
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Encrypted Tokens

FREH e . <?xml version="10" encoding="UTF-"2> Tokens are generated
Patient Identifier <encryptedToken id="" linkId="" securityl “patientDomain"> and EXChanged in XML
<paﬂent[d>123456789[]<fpatlentld>
W AR <sessionParameters 1iserld ld=""/> or JSON format.
<eventLocator security Do ehIGa{ewavDDmam >
Event Locator <eventDomain>198.192. 56 18<fever1tDomam> .
‘ = ‘ <eventAddress securityDomain="sourceEHR"> Sections of the token
NE O _ ehr/access/38388383 .

‘_ Event Address ‘ </eventAddress> are encrypted US|ng
</eventLocator> the public key of the
<eventMetadata securityDomain="virtual Record Domain"> |k . ..

<effectiveTime>2021-09-24</effectiveTime> Valkyrie Domain in
SEEREAEIE T <eventType id="note123" display Name="Clinic Note"/> which they are used.
<provenance organisatiol ssignedPerso />
</eventMetadata>
<c11n1ca1C0d1ng irityDomain="contentDomain"> i
o <code codeSystem="SNOMED" code="3113331"/> Each Domain that
Clinical Coding <code codeSystem="SNOMED" cod -""?5?5859"!'}' uses the tOken
<code codeSystem="SNOMED" code="9484847"/>
</clinical Coding> decr_ypts the _rele_vant
V </encryptedToken> 7 section(s) using its

private key
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Tokens Exported When Events are Stored

<!-- Export Valkyrie token, if configured -->
<xxf:variable name="valkyrieParameters" select="xxf:instance( 'application-parameters-instance')/valkyrie"/>
<xfT:action

L f="¢valkyrieParameters/valkyrieSystem/@value="true' or $valkyrieParameters/valkyrieSource/@value="trus'">

<xf:dispatch name="export-valkyrieloken" t let="valkyrie-model">
<xxf:context e="gpplicationIRI" select="xxf:instance( 'session-parameters-instance')/applicationIRI"/>
<xxf:context nams="composition" select="xxf:instance(' form-instance')}"/>

</xT:dispatch>
</%f:action=

If the cityEHR application
is designated as a
Valkyrie source then
encrypted token is
exported when a new
event is committed to the
patient record.

@ [cityHD

RS ——
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Blockchain of Encrypted Tokens

The patient registration event generates the genesis token (block) in the blockchain for a
patient. Subsequent tokens are appended to the chain and the Patient Ledger is updated to
reference the current end of the blockchain.

Valkyrie Patient
QP Domai

Domain
Patient Ledger Blockchain Domain

| patientld | Hash | Patient Blockchain

| P123456 | #nnn [——‘

=
L #nnn [ #immm #3338 | #9522 | #2227 | #111 | T #111 |
Token Token Token GEnesis
Token
E B B
v 4 7 74
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Storage of Encrypted Tokens

Tokens are stored as individual documents in the XML data store.

Quit Administration

Dashboard Patient Search Patient Cohorts In-Tray Clinics Orders Registration

" valkyrie - Administration - Browse Physical Databases

System: | EHR Application v | Database: |5:.1| t-in Database ~r|-'~1-::-r.ie- builtin-basicEHR v|'\-"€‘|‘5i0|‘- 1.4.1dev 3| =
4 | /db/ehrfxmlstore/applications/IS0-13606-EHR_Extract-valkyriefvalkyrie/tokenStore
Show BTUs [J Sort by | F Iter:|

Database Access Layer
Manage EMP) Name Tvpe Sire Last Modified

d1c2110bc7a224f849470b937fd6ades resource 4096 2026-02-25T13:35:28.012Z
Generate Test Data 91aa26219651c50cabd4b5a5a340c443 resource 4096 2026-02-25T13:36:09.98372

. 879c8cBd5528d9b6fc91e5685fbb795b resource 4096 2026-02-26T13:59:34.35372

BELWSE Fhysici] Batabasks f39da7e7fchc69634978879111d36373 resource 8192  2026-02-26T14:01:49.409Z
Browse Logical Databases 3138fb5cdalB044808d57e85babf4582 resource 4096 2026-02-25T13:20:36.2257

c4f625488cddbel3d4ddal6dabflaBa29 resource 4096 2026-02-25T13:33:14.8187

p» Information Model

» Directory

» Users and Care Teams

» Valkyrie Console

- - T g
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Retrieving the Blockchain of Encrypted Tokens

<xfT:action =v:event="get-patientBlockchain">
<xxf:variable name="applicationIRI" sslzct="event('applicationIRI'}"/>
<xxf:variable name="patientld" select="event('patientld')"/>
<xxf:variable name="patientBlockchain" select="event('patientBlockchain')"/>
<!-- Check patient ledger - status is returned blank if the patient is already in the ledger -->
<xf:dispatch name="get-patientledgerEntry" target="valkyrie-model"> [6 lines]

<l-- Get the hashld for the current token -->
<xxf:variable name="currentBlockHashId"
celect="xxf:instance( 'patientlLedgerEntry-instance')/@currentBlockHashld"/>

<!-- Clear the blockchain -->
<xT:delete nodeset="xxT:instance( ' patientBlockchain-instance')}/*"/>
<!-- Only iT patient is found in the ledger

Biuld blockchain in patientBlockchain-instance-->
<xf:action

1f="xxf:instance( 'valkyrieControl-instance')/status="'"' and $currentBlockHashId!="'"">
<XT:dispatch name="build-blockChain" target="valkyrie-model">

<xXxT:context name="applicationIRI" select="$applicationIRI"/>

<xxf:context name="hashld" select="%$currentBlockHashId"/>

<xxf:context name="blockchain" select="xxT:instance( 'patientBlockchain-instance')"/>

</xf:dispatch=>

<!-- Set return parameter $patientBlockchain --=>
<xT:insert nodeset="$patientBlockchain"
Lgin="xxf:instance( 'patientBlockchain-instance')"/>

</xf:actions
XForms Implementation of a Federated EHR, Using a Blockchain 23125
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Presenting the Virtual (Federated) Record

ABERNATHY, Timothy (Mr) Bom:28-Mar-1939 (85 years)

g) (E) Valkyrie Content

o —>

Events

Domain
Context | Outine™
Resolver || Vrual )
\_Record -

The Outline Virtual
Record is displayed to the
Valkyrie user

Context Re<solver aete the
SCOHEXtRESOIveErgetothce
blockchain for the patient

and creates the Outline

Virtual Record

city| CHR
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Gender: Male

Patient Id K1476889 NHS Number 7563628274 A

Annotations Lifeline

23-Feb-2017 Lifestyle

23-Feb-2017 Body Mass Index

23-Feb-2017 Hospital Anxiety and
Depression Scale

23-Feb-2017 Patient Registration
23-Feb-2015 Lifestyle
01-Feb-2015 Lifestyle
23-Feb-2012 Lifestyle
06-Feb-2012 DAS 28
06-]an-2012 BMD Data
06-Jan-2012 Risk Factors
06-Jan-2012 Medications

28-0ct-2011 Laboratory Test Results

28-0ct-2011 Bone Chemistry Results

23-May-2011 Bone Chemistry Results
04-Apr-2011 Laboratory Test Results

04-Apr-2011 Bone Chemistry Results

“ BBa summaries Forms  Letters

23-Feb-2017 - Hospital Anxiety i

16 Severe

Moderate

y the things | used to

d feeling as if sor

I get a sort of fright
fcan laugh and see th

Worrying thoughts go through my mind

I get a sort of frigthened feeling like "bul

{ have lost interest in my appearance

as if | have to be on the m

yayment to things
I get sudden f panic

I can enjoy a good book or radio or TV p

Context Resolver gets
the blockchain for the
patient and creates the
Outline Virtual Record

The Outline Virtual
Record is displayed to
the Valkyrie user

Here the outline is
shown in cityEHR, with
the list of events in the
virtual record.

The user clicks on an
event to retrieve a PDF
view of that event from
the original source EHR
system.
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Accessing Events in the Federated Record
T e a S5 The Record Resolver

passes the domain and
23 Feb-2017 Lifestyle G s ot TRV locator for the Event to
23-Feb-2017 Body Mass Index Severe the EHR Gateway

Moderate

23-Feb-2017 Hospital Anxiety and

Depression Scale | feel tense or 'wound up' Most of the time

Definitely as much The EH R Gateway

Very definitely and quite badly .

As much as | always could req UeStS the Event VIeW

23-Feb-2015 Lifestyle :
A great deal of the time

e from the Source EHR.

23-Feb-2017 Patient Registration

Not often
23-Feb-2012 Lifestyle / Nearly all the time
aqrt 2 eeling like ‘butte stamach ite oft 1
06 Feb-2012 DAS 28 e ’ S The view returned to the

06-Jan-2012 BMD Data i ) ' : iz Hat very pitch EHR Gateway |S sent

Definitely less than 1 used to

06-Jan-2012 Risk Factors ! i p s o ':. I. Quite often baCk tO the Record

Not often

06-}an-2012 Medications === N ReSOIVer and iS
2B-0ct-2011 Laboratory Test Results dlsplayed to the Valkyrle

[ 28-Oct-2011 Bone Chemistry Results LiIsSer
23-May-2011 Bone Chemistry Results @ Valkyrle Virtual Valkyrle EHR
Record Domain @ﬁ? Gateway Domain

A

04-Apr-2011 Laboratory Te

~Session~ [ Record
{( virtual Resolver Integration Engine
“Record ~ >
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XForms Implementation of a Federated Electronic Health
Record, Using a Blockchain

Get hands on with this at.... XML Summer School
13t - 18" September
St Edmund Hall, Oxford
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