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XForms Implementation of a Federated Electronic Health 
Record, Using a Blockchain

Electronic Health Records (EHR)
The fragmented record – repository and federated solutions
Valkyrie – a federated health record for mental health
The federated record as a blockchain
XForms Implementation of a Federated Electronic Health Record, Using a Blockchain
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Electronic Health Record



  XForms Implementation of a Federated EHR, Using a Blockchain   4 / 25   

Recording Vital Signs
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A Structured EHR, Using the ISO 13606 Standard
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Standard Representation Using HL7 CDA
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The Healthcare Delivery System

The overall system for the delivery of healthcare to 
citizens is organised as a set of provider 
organisations. 

The first point of patient contact is usually in 
primary care (or emergency services) with referral 
through to other care providers.
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The Patient Journey
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Silos of Patient Information
Patient information is gathered and 
stored at each location
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Federated or Repository EHR
Electronic Health Record (EHR) – the complete, cradle-to-grave, longitudinal health record.
Gathers together all the silos of patient information.

Federated

Repository
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https://prosjektbanken.forskningsradet.no/en/project/FORISS/312492

Norwegian Centre for E-health Research
University Hospital of North Norway, Tromsø, 
Norway

2021 – 2027
NOK 16m    ($1.5m)

https://ehealthresearch.no/en/projects/valkyrie-distributed-service-oriented-architecture-for-
coordinated-healthcare-services

The Valkyrie Project
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The mental health encounter (as in 
any clinical encounter) requires 
interaction between the patient and 
the practitioner, with access to the 
patient's health record.

Fragments of the health record can 
be found in primary care systems, 
acute hospital systems and specialist 
mental health systems.

Although Norway has an advanced 
eHealth infrastructure, there is no 
integrated view across these 
information silos.

This is the usual scenario in any 
country.

Federated EHR for Mental Health
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The Valkyrie Architecture is designed to provide mental health practitioners 
with access to the full patient record, regardless of where fragments of the 
record are stored.

Access must be secure and transitory – no patient information can be cached 
in Valkyrie between sessions.

The Valkyrie Architecture
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Source EHR systems 
generate an Encrypted 
Token each time a health 
event is recorded.

The token is passed to the 
Valkyrie Gateway and 
then through a series of 
Valkyrie Domains

Token Gateway Domain

Patient Domain
Blockchain Domain

Content Domain
Virtual Record Domain

EHR Gateway Domain

Valkyrie Security Domains
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Prototype Using XForms (cityEHR)
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cityEHR – Framework For Multiple EHR Applications
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Set Up The Role of the Application



  XForms Implementation of a Federated EHR, Using a Blockchain   18 / 25   

Encrypted Tokens
Tokens are generated 
and exchanged in XML 
or JSON format.

Sections of the token 
are encrypted using 
the public key of the 
Valkyrie Domain in 
which they are used.

Each Domain that 
uses the token 
decrypts the relevant 
section(s) using its 
private key
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Tokens Exported When Events are Stored

If the cityEHR application 
is designated as a 
Valkyrie source then 
encrypted token is 
exported when a new 
event is committed to the 
patient record.
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The patient registration event generates the genesis token (block) in the blockchain for a 
patient. Subsequent tokens are appended to the chain and the Patient Ledger is updated to 
reference the current end of the blockchain. 

Blockchain of Encrypted Tokens
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Tokens are stored as individual documents in the XML data store.

Storage of Encrypted Tokens
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Retrieving the Blockchain of Encrypted Tokens
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Presenting the Virtual (Federated) Record

Context Resolver gets the 
blockchain for the patient 
and creates the Outline 

Virtual Record 

The Outline Virtual 
Record is displayed to the 

Valkyrie user 

Context Resolver gets 
the blockchain for the 
patient and creates the 
Outline Virtual Record 

The Outline Virtual 
Record is displayed to 
the Valkyrie user 

Here the outline is 
shown in cityEHR, with 
the list of events in the 
virtual record.

The user clicks on an 
event to retrieve a PDF 
view of that event from 
the original source EHR 
system. 
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Accessing Events in the Federated Record
The Record Resolver 
passes the domain and 
locator for the Event to 
the EHR Gateway.

The EHR Gateway 
requests the Event view 
from the Source EHR.

The view returned to the 
EHR Gateway is sent 
back to the Record 
Resolver and is 
displayed to the Valkyrie 
user.
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XForms Implementation of a Federated Electronic Health 
Record, Using a Blockchain

XML Summer School
13th - 18th September
St Edmund Hall, Oxford

Get hands on with this at….


